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Frequently Asked Questions on CODIS and NDIS
For more information, visit le.fbi.gov.
Please note that these questions and responses refer specifically to the National DNA Index System; state DNA databases operate in accordance with the applicable state law, and
questions concerning the operation of a particular state DNA database should be directed to that state.
 

CODIS
1. What is CODIS?
CODIS is the acronym for the Combined DNA Index System and is the generic term used to describe the FBI’s program of support for criminal justice DNA databases as well as the
software used to run these databases. The National DNA Index System or NDIS is considered one part of CODIS, the national level, containing the DNA profiles contributed by federal,
state, and local participating forensic laboratories.

CODIS DNA Databases
2. How do these DNA databases using CODIS work?
For example, in the case of a sexual assault where an evidence kit is collected from the victim, a DNA profile of the suspected perpetrator is developed from the swabs in the kit. The
forensic unknown profile attributed to the suspected perpetrator is searched against their state database of convicted offender and arrestee profiles (contained within the Convicted
Offender and Arrestee Indices, if that state is authorized to collect and database DNA samples from arrestees). If there is a candidate match in the Convicted Offender or Arrestee Index,
the laboratory will go through procedures to confirm the match and, if confirmed, will obtain the identity of the suspected perpetrator. The DNA profile from the evidence is also searched
against the state’s database of crime scene DNA profiles called the Forensic Index. If there is a candidate match in the Forensic Index, the laboratory goes through the confirmation
procedures and, if confirmed, the match will have linked two or more crimes together. The law enforcement agencies involved in these cases are then able to share the information
obtained on each of the cases and possibly develop additional leads.
 
3. What happens after there is a hit in the DNA database?
CODIS was designed to compare a target DNA record against the DNA records contained in the database. Once a match is identified by the CODIS software, the laboratories involved in
the match exchange information to verify the match and establish coordination between their two agencies. The match of the forensic DNA record against the DNA record in the database
may be used to establish probable cause to obtain an evidentiary DNA sample from the suspect. The law enforcement agency can use this documentation to obtain a court order
authorizing the collection of a known biological reference sample from the offender. The casework laboratory can then perform a DNA analysis on the known biological sample so that this
analysis can be presented as evidence in court.
 
4. How do laboratories count CODIS hits?
The procedure used for counting hits gives credit to those laboratories involved in analyzing and entering the relevant DNA records into CODIS. The system’s hits are tracked as either an
offender hit (where the identity of a potential suspect is generated) or as a forensic hit (where the DNA profiles obtained from two or more crime scenes are linked but the source of these
profiles remains unknown). These hits are counted at the state and national levels. CODIS was established by Congress to assist in providing investigative leads for law enforcement in
cases where no suspect has yet been identified; therefore a CODIS hit provides new investigative information on these cases. The hits are reported as “Investigations Aided,” thus
enabling the FBI to measure the effectiveness of both the CODIS software and National DNA Index System; see NDIS statistics by state for more information.
 
5. Do laboratories track conviction rates based on the CODIS hit?
Laboratories that participate in the National DNA Index System are not required to track local or state conviction rates based on CODIS hits. As discussed above, CODIS was designed to
assist law enforcement by providing potential investigative information in those cases in which crime scene evidence has yielded a DNA profile but no suspect has been identified. Once
the hit information is provided to law enforcement, neither the FBI nor the local laboratory is typically notified as to the resolution of the investigation-aided case.
 
6. Why do laboratories only send out the hit notifications to the law enforcement contributor?
A law enforcement agency sends the crime scene evidence to the forensic DNA laboratory for analysis and production of a DNA record. At the time of the hit, there may not be an open or
active investigation or other judicial proceeding and, therefore, the submitting law enforcement agency becomes the laboratory’s point of contact for hit notification.
 
7. What DNA information is stored in these databases?
The DNA profile, also known as a DNA type, is stored in the database. For Forensic STR DNA analysis, the DNA profile consists of one or two alleles at the 20 CODIS Core Loci.
 
8. Is any personal information relating to the convicted offenders, arrestees, or detainees stored in these DNA databases?
No names or other personal identifiers of the offenders, arrestees, or detainees are stored using the CODIS software (for missing persons records stored at NDIS, available metadata,
such as the date of birth, may be included.) Only the following information is stored and can be searched at the national level:
 

1. The DNA profile—the set of identification characteristics or numerical representation at each of the various loci analyzed;
2. The Agency Identifier of the agency submitting the DNA profile;
3. The Specimen Identification Number—generally a number assigned sequentially at the time of sample collection. This number does not correspond to the individual’s social security

number, criminal history identifier, or correctional facility identifier; and
4. The DNA laboratory personnel associated with a DNA profile analysis.

 
9. What precautions are taken for safeguarding the information in these DNA databases?
The computer terminals/servers containing the CODIS software are located in physically secure space. Access to these computers is limited to only those individuals authorized to use
CODIS and approved by the FBI. Communications between participating federal, state, and local laboratories occur over a wide area network accessible to only criminal justice agencies
approved by the FBI.
 
Pursuant to federal law (the DNA Identification Act of 1994), DNA data is confidential. Access is restricted to criminal justice agencies for law enforcement identification purposes.
Defendants are also permitted access to the samples and analyses performed in connection with their cases. If all personally identifiable information is removed, DNA profile information
may be accessed by criminal justice agencies for a population statistics database, for identification research and protocol development purposes, or for quality control purposes. The
unauthorized disclosure of DNA data in the National DNA database is subject to a criminal penalty not to exceed $250,000.

The National DNA Index System
10. What is the National DNA Index System (NDIS)?
NDIS is the acronym for the “National DNA Index System” and is one part of CODIS—the national level—containing the DNA profiles contributed by federal, state, and local participating
forensic laboratories. NDIS was implemented in October 1998. All 50 states, the District of Columbia, the federal government, the U.S. Army Criminal Investigation Laboratory, and Puerto
Rico participate in NDIS.
 
The DNA Identification Act of 1994 (42 U.S.C. §14132) authorized the establishment of this National DNA Index. The DNA Act specifies the categories of data that may be maintained in
NDIS (convicted offenders arrestees legal detainees forensic [casework] unidentified human remains missing persons and relatives of missing persons) as well as requirements for
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