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UNITED STATES OF AMERICA ) CRIMINAL NO. 1:05CR225

V.

)

LAWRENCE ANTHONY FRANKLIN,

(Counts 1 through 5)

Count 1: Conspiracy to communicate national

defense information to persons not entitled to

receive it, 18 U.S.C. §§ 793(d), (e) and (g)

STEVEN J. ROSEN,

(Counts 1 and 3)

Counts 2-4: Communication of national defense

information to persons not entitled to receive it,

18 U.S.C. § 793(d)(

KEITH WEISSMAN,

(Count 1)

)
)

Count 5: Conspiracy to communicate classified

information to agent of foreign government,

50 U.S.C. § 783, 18 U.S.C. § 371

}
Defendants.

SUPERSEDING INDICTMENT

AUGUST 2005 TERM - AT ALEXANDRIA

THE GRAND JURY CHARGES THAT:

General Allegations

At all timcs material to this indictment:

1. Defendant LAWRENCE ANTHONY FRANKLIN was employed by the United

States government at the Department of Defense (DoD) in the Office of the Secretary of Defense

(OSD), International Security Affairs (ISA), Office of Near East and South Asia, Office of

Northern Gulf Affairs, Iran desk, and held a Top Secret security clearance with access to

Sensitive Compartmented Information (SCI). FRANKLIN's office was located within the

Pentagon, in the Eastern District of Virginia. FRANKLIN was also a Colonel in the United

States Air Force Reserve (USAFR).



2. Throughout his employment with the United States government, FRANKLIN

repeatedly signed written agreements acknowledging his duty to safeguard classified information:

On or about July 31, 1979, FRANKLIN signed a Defense

Intelligence Agency (DIA) Secrecy Agreement, by which he

acknowledged that he would never divulge any classified

information relating to the national security without prior consent

of the Director of the Defense Intelligence Agency or his

designated representative. FRANKLIN further acknowledged that

the burden was his to ascertain whether information is classified

and who is authorized to receive it. FRANKLIN acknowledged

that he had read and understood the provisions of the Espionage

Act, including 18 U.S.C. § 793, 794 and 798.

On or about December 8, 1999, FRANKLIN signed a Classified

Information Nondisclosure Agreement, a Standard Form 312 (SF-

312). In that document FRANKLIN acknowledged that he was

aware that the unauthorized disclosure of classified information by

him could cause irreparable injury to the United States or could be

used to advantage by a foreign nation and that he would never

divulge classified information to an unauthorized person. He

further acknowledged that he would never divulge classified

information unless he had officially verified that the recipient was

authorized by the United States to receive it. Additionally, he

agreed that if he was uncertain about the classification status of

information, he was required to confirm from an authorized official

that the information is unclassified before he could disclose it.

On or about June 5, 2001, FRANKLIN orally attested that he fully

understood his responsibility to protect national security

information and would adhere to the provisions of the SF-312. By

doing so, FRANKLIN again acknowledged that he was aware that

the unauthorized disclosure of classified information by him could

cause irreparable injury to the United States or could be used to

advantage by a foreign nation and that he would never divulge

classificd information to an unauthorized person. He again

acknowledged that he would never divulge classified information

unless he had officially verified that the recipient was authorized

by the United States to receive it. Additionally, he again agreed
that if he was uncertain about the classification status of

information, he was required to confirm from an authorized official

that the information is unclassified before he could disclose it. He

again acknowledged that any unauthorized disclosure of classified
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3.

information by him may constitute a violation, or violations of

criminal laws, including 18 U.S.C. § 793, 794 and 798 and 50

U.S.C. § 783.

On or about July 17, 2001, FRANKLIN signed an SCI

Nondisclosure Statement in conjunction with his employment at

the DoD/OSD. FRANKLIN acknowledged that he was granted

access to classified information protected as SCI and that he

received a security indoctrination addressing the nature and

protection of SCI information. In this document, FRANKLIN again

acknowledged that he had been advised that the unauthorized

disclosure of SCI by him could cause irreparable injury to the

United States or be used to advantage by a foreign nation. He

agreed he would never divulge anything marked as SCI or that he

knew to be SCI to anyone who is not authorized to receive it

without prior written authorization from the United States

government. He acknowledged that he was obligated by law and

regulation not to disclose any classified information in an

unauthorized fashion. FRANKLIN again acknowledged that

unauthorized disclosure of that information "may constitute

violations of United States criminal laws, including the provisions

of Sections 793, 794, 798, and 952, Title 18, United States Code."

At no time was FRANKLIN authorized to release classified information to co-

defendants ROSEN and WEISSMAN, except with respect to Overt Acts 43 and 44 in Count

One. At no time was FRANKLIN ever authorized to de-classify classified information.

4. Defendant STEVEN J. ROSEN was employed as the Director of Foreign Policy

Issues for the American Israel Public Affairs Committee (AIPAC) in Washington, D.C. ROSEN

was hired by AIPAC in or about July 1982. AIPAC, according to its website, is "America's Pro-

Israel Lobby." AIPAC lobbies the U.S. Congress and Executive Branch agencies on various

issues related to Israel and U.S. foreign policy in the Middle East. As the Director of Foreign

Policy Issues, ROSEN lobbied on behalf of AIPAC, primarily with officials within the Executive

Branch of the U.S. government. During the time period of this indictment, ROSEN did not have
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